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                                Bishopton Primary School 
 
                               Policy for Online safety 
                            (also refer to the Computing and ICT Policy) 

Introduction:  

Online safety encompasses Internet technologies and electronic communications such as mobile 
phones and wireless technology. It highlights the need to educate children and young people about 
the benefits and risks of using new technology and provides safeguards and awareness for users to 
enable them to control their online experiences. 

Bishopton Primary School’s online safety policy will operate in conjunction with other policies 
including those for Pupil Behaviour, Bullying, Curriculum, Data Protection and Security. 
 
At Bishopton we teach online safety using the following: 

- Digital Literacy Education: We teach pupils about the responsible use of technology, 
cyberbullying prevention, managing their online presence, and the importance of privacy. This 
education is integrated across the curriculum and regularly reviewed. 
 
- Safe Internet Access: We use advanced filtering and monitoring systems through ICTDS to ensure 
that students have a safe online experience while using school devices or networks. 
 
- Guidance for Parents: We provide resources and regular updates in our school newsletter to help 
parents understand the online risks their children may face and how to support them in staying 
safe. 
- Reporting Concerns: Pupils are encouraged to report any concerns or issues they encounter 
online, and we have clear procedures for addressing incidents such as cyberbullying or 
inappropriate content that may happen within school and work in partnership with parents to 
support them to address any issues that may occur outside of school. 
 
- Staff Training: All staff receive up-to-date training on online safety through National College to 
ensure they can support students effectively and promote a safe digital environment. 
 
We are committed to working together with students, parents, and the community to ensure that 
our young people are equipped with the knowledge and skills to navigate the online world safely 
and confidently. 

 
Good Habits: 
Online safety depends on effective practice at a number of levels:  

 Responsible ICT use by all staff and pupils; encouraged by education and made explicit 
through published policies. 

 Sound implementation of online safety policy in both administration and curriculum, 
including secure school network design and use. 

 Safe and secure broadband from the ICTDS including the effective management of content 
filtering.  

 National Education Network standards and specifications.  

Online safety co-ordinator: 

 The appointed online safety co-ordinator will work alongside the Headteacher, computing 
manager and SLT.  
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 The online safety co-ordinator will support the Headteacher in ensuring that staff understand 
this policy and that it is being implemented. 

 The Headteacher, computing manager and other staff (SLT), as necessary will address any 
online safety issues or incidents. The online coordinator will suggest necessary provision to 
address any incidents raised e.g. whole class teaching/newsletters to parents.  

 Any online safety incidents are logged through CPOMS and the online safety log (in every 
classroom) and dealt with appropriately in line with this policy. 

 Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in line 
with the school behaviour policy. 

 Updating and delivering staff training on online safety. 
 Liaising with other agencies and/or external services if necessary  
 Where the Online Safety Lead is not the named DSL or deputy DSL, ensure there is regular 

review and open communication between these roles and that the DSL’s clear overarching 
responsibility for online safety is not compromised 

 Ensure an effective approach to online safety empowers a school or college to protect and 
educate the whole school or college community in their use of technology and establishes 
mechanisms to identify, intervene in and escalate any incident where appropriate. 

 Liaise alongside SLT with the local authority and work with other agencies in line with 
Working together to safeguard children  

 Take day to day responsibility for online safety issues and be aware of the potential for 
serious child protection concerns  

 Stay up to date with the latest trends in online safety  
 Review and update this policy, other online safety documents  
 Receive regular updates in online safety issues and legislation, be aware of local and school 

trends  
 Ensure that online safety education is embedded across the curriculum and beyond, in wider 

school life 
 Promote an awareness and commitment to online safety with a strong focus on parents. 

 
Teaching Online safety in School: 
The School will follow the ‘Education for a Connected World’ framework framework which 
describes the Digital knowledge and skills that children and young people should have the 
opportunity to develop at different ages and stages of their lives. It highlights what a child should 
know in terms of current online technology, its influence on behaviour and development, and what 
skills they need to be able to navigate it. 
The School will also use the National College planning for online safety in each year group. This 
ensures a high quality curriculum, drives subject mastery and boosts pupil’s outcomes and establishes 
and enhances teaching best practice.  
We also use 2BeSafe - Being Safe in a Digital World. This is an Online Safety Scheme created by 
2Simple through our computing platform Purple Mash.  
 
Assessment 
Assessment for online safety is rigorously assessed through computing recall strategies and tracked 
using formative assessment on SONAR. The statements for each year group are considered and each 
pupil is given a colour banding which allows teachers and the online safety coordinator to navigate 
progress, coverage and opportunities for further training/learning.  
CPD will be completed throughout the school year with content from National College training.  

Why is Internet Use Important? 
The purpose of Internet use in school is to raise educational standards, to promote pupil 
achievement, to support the professional work of staff and to enhance the school’s management 
information and administration systems. 
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Internet use is part of the statutory curriculum and a necessary tool for learning. It is an essential 
element in 21st century life for education, business and social interaction. Access to the Internet is 
therefore an entitlement for pupils who show a responsible and mature approach to its use. Our 
school has a duty to provide pupils with quality Internet access  
 
Pupils will use the Internet outside school and will need to learn how to evaluate Internet 
information and to take care of their own safety and security. 
 

How does Internet Use Benefit Education? 
Benefits of using the Internet in education include: 

 access to world-wide educational resources including museums and art galleries; 
 inclusion in the National Education Network which connects all UK schools; 
 educational and cultural exchanges between pupils world-wide; 
 access to experts in many fields for pupils and staff; 
 professional development for staff through access to national developments, educational 

materials and effective curriculum practice; 
 collaboration across support services and professional associations; 
 improved access to technical support including remote management of 
 networks and automatic system updates; 
 exchange of curriculum and administration data with the Local Authority and DfE; access to 

learning wherever and whenever convenient. 

How can Internet Use Enhance Learning? 

 The school Internet access will be designed expressly for pupil use and includes filtering 
appropriate to the age of pupils.  

 Pupils will be taught what Internet use is acceptable and what is not and given clear objectives 
for Internet use.  

 Internet access will be planned to enrich and extend learning activities.  
 Staff should guide pupils in on-line activities that will support learning outcomes planned for 

the pupils’ age and maturity. 
 Pupils will be educated in the effective use of the Internet in research, including the skills of 

knowledge location, retrieval and evaluation. 

World Wide Web: 

 If staff or pupils discover unsuitable sites, the URL (address), time, content must be reported 
to the Local Authority helpdesk via the headteacher, SLT or online safety coordinator.  

 School will ensure that the use of Internet derived materials by pupils and staff complies with 
copyright law. 

 Pupils should be taught to be critically aware of the materials they are shown and how to 
validate information before accepting its accuracy. 

 ICTDS will continue to provide the school with updated filter systems for internet access. 
 The school uses SECURUS to help filter the internet.  
 

Staff using work devices outside school  
 
Staff members using a work device outside their place of work must not install any unauthorised 
software on the device. 
Staff must ensure that their work device is secure and password-protected, and that they do not 
share their password with others. They must take all reasonable steps to ensure the security of their 
work device when using it outside their place of work. 
If staff have any concerns over the security of their device, they must seek advice from the 
Headteacher who will consult ICTDS.  
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Work devices must be used solely for work activities. If a member of staff believes their data has 
been shared or accessed, they must inform the headteacher.  

Email: 

 Pupils may only use approved e-mail accounts on the school system through Purple Mash. 
 Pupils must immediately tell a teacher if they receive offensive e-mail. 
 Pupils must not reveal personal details of themselves or others in e-mail communication, or 

arrange to meet anyone without specific permission. 
 Whole class or group e-mail addresses should be used in school 
 Access in school to external personal e-mail accounts may be blocked. 
 E-mail sent to external organisations should be written carefully and authorised before 

sending, in the same way as a letter written on school headed paper. 
 The forwarding of chain letters is not permitted. 

Social Networking: 

 The LA will block/filter access to social networking sites and newsgroups unless a specific use 
is approved. 

 Pupils will be advised never to give out personal details of any kind which may identify them 
or their location 

 Pupils should be advised not to place personal photos on any social network space.  
 Pupils should be advised on security and encouraged to set passwords, deny access to 

unknown individuals and instructed how to block unwanted communications. Pupils should 
be encouraged to invite known friends only and deny access to others. 

 
Social Media   
 
The headteacher has the overall responsibility for the Facebook page but is supported by the 
nominated page creator.  
We manage and monitor our social media footprint carefully to know what is being said about the 
school and to respond to criticism and praise in a fair, responsible manner. 
Posts will only include back of head photographs and hands on content.  
Further to this, where an incident relates to an inappropriate, upsetting, violent or abusive social 
media post by a member of the school community, the school will delete or request that the post 
be deleted and will expect this to be actioned promptly.  

Filtering: 
The school will work in partnership with the Local Authority and the Internet Service Provider to 
ensure filtering systems are as effective as possible. 
Filtering systems from ICTDS should block harmful and inappropriate content without unreasonably 
impacting teaching and learning. 
Pupil ipads are protected through Securus filtering for internet usage.  
ICTDS helps the school meet the Department for Education's filtering and monitoring standards by 
providing a fully managed, safeguarding-focused service. Managing and maintaining your filtering 
and monitoring systems Providing regular filtering and monitoring reports Investigating concerns 
and taking appropriate action when safeguarding or security issues are identified.  
 
Cybersecurity 
ICTDS use secure digital technology and data with antimalware and a firewall Control and secure 
user accounts and access privileges Licence digital technology and keep it up to date. 
They provide a filtering solution that meets Keeping Children Safe in Education (KCSIE) requirements 
Real-time web filtering and content control Smoothwall safeguarding module that monitors online 
activity and alerts our safeguarding staff to potentially concerning searches or browsing activity* 
Generative AI tools blocked by default, with access available on request where required for teaching 
and learning. ICTDS provides different filtering policies for staff and students Custom filtering profiles 
for individual users, devices, locations or times of access Protection for all devices connected to the 
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school's network A filtering solution designed specifically for educational environments and 
compliant with KCSIE requirements Detection of multilingual content, images, common misspellings 
and abbreviated search terms Alerts when potentially concerning content has been blocked or 
identified Users cannot install unapproved browsers, plugins or extensions. 
ICTDS has internet and firewall logs to help to identify the source of any cyber incident or attack 
and any network issues. 

Video Conferencing: 

 IP videoconferencing should use the educational broadband network to ensure quality of 
service and security rather than the Internet.   

 Pupils should ask permission from the supervising teacher before making or answering a 
videoconference call. 

 Videoconferencing will be appropriately supervised for the pupils’ age. 

Managing Emerging Technologies: 

 Emerging technologies will be examined for educational benefit and a risk assessment will be 
carried out before use in school is allowed. 

 Mobile phones will not be used for personal use during lessons or formal school time. The 
sending of abusive or inappropriate text messages is forbidden. 

 
 
Parents can help at home continue our online safety messages by:  
 

 Talk regularly and calmly about what your child does online: which apps, games and sites 
they use and who they speak with. Use open questions rather than interrogations. 

 Use parental controls and privacy settings on devices and services; Internet Matters and 
London Grid for Learning provide clear, step-by-step guides. 

 Set boundaries: agree screen times, where devices are used in the home and acceptable 
behaviour online (including gaming). 

 Teach children to protect personal information and to show you anything that upsets or 
confuses them online. 

 If your child shares an explicit image, is bullied or is groomed online, contact the school 
immediately and report to CEOP where appropriate. 

Published Content and the School Web Site: 

 The contact details on the Web site should be the school address, e-mail and telephone 
number. Staff or pupils’ personal information will not be published.  

 The Headteacher or nominee will take overall editorial responsibility and ensure that content 
is accurate and appropriate.  

Publishing Pupils’ Images and Work  

 Photographs that include pupils will be selected carefully and will not enable individual 
pupils to be clearly identified.   

 Pupils’ full names will not be used anywhere on the Web site or Facebook, particularly in 
association with photographs. 

 Written permission from parents or carers will be obtained before photographs of pupils are 
published on the school Website or Facebook. 

 Work can only be published with the permission of the pupil and parents.  
 Photos displayed on Facebook will only be back of head shots (with permission) and hands 

on content not showing any faces.  

 Information System Security: 

 School ICT system’s capacity and security will be reviewed regularly.  



                  Bishopton Primary School online safety policy                                                          7 

 Virus protection will be installed and updated regularly. 
 Security strategies will be discussed with the Local Authority. 

 
 

Protecting Personal Data: 
Personal data will be recorded, processed, transferred and made available according to the Data 
Protection Act 2018.  

Assessing Risks: 

 The school will take all reasonable precautions to prevent access to inappropriate material. 
However, due to the international scale and linked Internet content, it is not possible to 
guarantee that unsuitable material will never appear on a school computer. Neither the 
school nor Warwickshire City Council can accept liability for the material accessed, or any 
consequences of Internet access.   

 The school should audit ICT use to establish if the online safety policy is adequate and that 
the implementation of the online safety policy is appropriate.  

 
CEOP 
 

 CEOP is here to keep children safe from sexual abuse and grooming online. You can make 
a report directly to the CEOP Safety Centre by clicking on the Click CEOP button if 
something has happened online which has made you feel unsafe, scared or worried. This 
might be from someone you know in real life, or someone you have only ever met online. 
CEOP take all reports seriously and we will do everything we can to keep you safe. As well 
as making a report to the CEOP Safety Centre, the CEOP Education website has 
information and advice to help you if something has happened to you online. Are you 
being bullied? CEOP are unable to respond to reports about bullying but if you’re being 
bullied and would like to talk to someone in confidence right now you can speak to 
Childline on 0800 1111 or talk to them online – no worry is too big or too small. 

 At Bishopton Primary School, we follow the 'Education in a Connected World' framework 
to equip our children for a digital life. This document is weaved and embedded into half 
termly online safety lessons, PSHE, SMSC, RSE and assemblies. 

 The Education for a Connected World framework describes the Digital knowledge and 
skills that children and young people should have the opportunity to develop at different 
ages and stages of their lives. It highlights what a child should know in terms of current 
online technology, its influence on behaviour and development, and what skills they need 
to be able to navigate it. 

 The document supports one of the key aims of the government’s Internet Safety Strategy of 
supporting children to stay safe and make a positive contribution online, as well enabling 
teachers to develop effective strategies for understanding and handling online risks. 

          It is split into 8 areas which are used from Reception onwards. 
 Bishopton School takes the subject of online safety very seriously. All children take part in 

an online safety lesson half termly and online safety is planned into computing lessons 
where applicable. In addition, the school takes part in the annual Internet Safety Day, 
where pupils complete activities designed to keep them safe when using a range of internet 
connected devices. Staff attend training sessions which help to be updated on the latest 
information and resources available. 

 Our online safety, mobile phone and internet policies can be found in the 'Policy' section of 
the website. 
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  Handling online safety Complaints: 

 Complaints of Internet misuse will be dealt with by the Headteacher/SLT and supported by 
the online safety co-ordinator.  

 Handling online-safety concerns and incidents Safeguarding concerns will be handled in line 
with the school safeguarding policy, as published on their school website. The key principles 
of that policy, in relation to the reporting of safeguarding concerns are; Any safeguarding 
concerns must be reported immediately to the Designated Safeguarding Lead. Concerns 
about an adult must be reported to the headteacher, concerns about the headteacher must 
be reported to the Chair of the Governing body. 

 Online bullying will not be tolerated in our school. Any evidence to suggest that this is taking 
place will be dealt with swiftly and decisively be the Headteacher in the same way that any 
bullying issues are dealt with (see anti-bullying policy). 

 We will work with children to make them aware of the benefits and pitfalls of using the 
Internet and how to use it safely through workshops and specific assemblies. This will also 
be discussed during computing lessons as and when appropriate. 

 Any complaint about staff misuse must be referred to the Headteacher. 
 Complaints of a child protection nature must be dealt with in accordance with school child 

protection procedures.   
 Parents will be informed of the complaints procedure. This will follow the guidance set out 

in the complaints policy. 
 Discussions will be held with the Police Youth Crime Reduction Officer to establish 

procedures for handling potentially illegal issues. 

Communication of Policy: 

Pupils: 

 Rules for Internet access will be posted in all networked rooms.  

 Pupils will be informed that Internet use will be monitored.  

Staff: 

 All staff will be given the School online safety Policy and its importance explained. 
 Staff should be aware that Internet traffic can be monitored and traced to the individual user. 

Discretion and professional conduct is essential. 

Parents: 

 Parents’ attention will be drawn to the School online safety Policy in newsletters, the school 
brochure and on the school Web site.  

 
This policy will be reviewed at any time on a request from the Governors, or at least once every 
three years. 

Signed: 
 

Date: 

 

 
 
 
 

Referral Process – Appendix A 
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KS1 & KS2 Pupils Acceptable Use – Appendix B 
 

Online safety Rules – Appendix C 
 

Staff Acceptable Use – Appendix D 
 
School Online safety Incident Log – Appendix E 
 
School’s Whole School Teaching and Learning Units Scheme – Appendix F 
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Appendix A 

Flowchart for responding to online safety incidents in school 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
 
Adapted from Becta  
  

Online safety 
Incident 

Unsuitable 
materials 

Record on 
CPOMS AND 
Online safety 
Incident Log 
and report to 

SLT AND 
eSCo.  

If pupil: review 
incident and 
decide on 

appropriate course 
of action, applying 

sanctions as 
necessary 

Inappropriate 
Activity 

If staff: review 
incident and 
decide on 

appropriate course 
of action, applying 

sanctions as 
necessary 

Debrief 

Review 
policies and 

technical tools 

Implement 
changes 

Monitor 

Contact  
Safeguarding 

Children 
Advisory 
Service 

Tel: 01926 
414144 

Record on 
CPOMS AND 
Online safety 
Incident Log 
and report to 

SLT AND 
eSCo.  
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Appendix B 
 
Key Stage 1: 
 
Think then Click 
These rules help us to stay safe on the Internet 

 

We only use the internet when an adult is with us 
 

 We can click on the buttons or links when we know what 
they do. 

 

 

We can search the Internet with an adult. 
 

 
We always ask if we get lost on the Internet. 

 

 

We can send and open emails together. 
 

 We can write polite and friendly emails to people that we 
know. 

  

Key Stage 2: 

 
Think then Click 

online safety Rules for Key Stage 2 

 
 We ask permission before using the internet.  
 We only use websites that an adult has chosen.  
 We tell an adult if we see anything we are uncomfortable with. 
 We immediately close any webpage we not sure about and think carefully 

before clicking on any links/adverts.  
 We only e-mail people an adult has approved. 
 We send e-mails that are polite and friendly. 
 We never give out personal information or passwords (Remember information 

can also be seen in photos and videos.)  
 We never arrange to meet anyone we do not know. 
 We do not open e-mails sent by anyone we do not know. 
 We do not use Internet chat rooms. 
 We are kind and respectful to others.  
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Appendix C 

Online safety Rules: 
These online safety Rules help to protect pupils and the school by describing acceptable and 
unacceptable computer use. 

 The school owns the computer network and can set rules for its use. 

 It is a criminal offence to use a computer or network for a purpose not permitted by the 
school.  

 Irresponsible use may result in the loss of network or Internet access. 

 Network access must be made via the user’s authorised account and password, which 
must not be given to any other person.   

 All network and Internet use must be appropriate to education.   

 Copyright and intellectual property rights must be respected. 

 Messages shall be written carefully and politely, particularly as email could be forwarded 
to unintended readers.   

 Anonymous messages and chain letters are not permitted. 

 Users must take care not to reveal personal information through email, personal 
publishing, blogs or messaging.  

 The school ICT systems may not be used for private purposes, unless the head teacher 
has given specific permission. 

 Use for personal financial gain, gambling, political activity, advertising or illegal purposes 
is not permitted. 

The school may exercise its right to monitor the use of the school’s computer systems, including 
access to web-sites, the interception of e-mail and the deletion of inappropriate materials where 
it believes unauthorised use of the school’s computer system may be taking place, or the system 
may be being used for criminal purposes or for storing unauthorised or unlawful text, imagery or 
sound. 
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Appendix D 

Staff Information Systems Code of Conduct  

To ensure that staff are fully aware of their professional responsibilities when using information 
systems, they are asked to sign this code of conduct.  Staff should consult the school’s online safety 
policy for further information and clarification.    

 The information systems are school property and I understand that it is a criminal offence to 
use a computer for a purpose not permitted by its owner.  

 I will ensure that my information systems use will always be compatible with my professional 
role. 

 I understand that school information systems may not be used for private purposes, without 
specific permission from the Headteacher. 

 I understand that the school may monitor my information systems and Internet use to ensure 
policy compliance. 

 I will respect system security and I will not disclose any password or security information to 
anyone other than an appropriate system manager. 

 I will not install any software or hardware without permission. 

 I will ensure that personal data is kept secure and is used appropriately, whether in school, 
taken off the school premises or accessed remotely. 

 I will respect copyright and intellectual property rights. 

 I will report any incidents of concern regarding children’s safety to the school online safety 
Coordinator or the Designated Safeguarding Team.  

 I will ensure that any electronic communications with pupils are compatible with my 
professional role.  

 I will promote online safety with pupils in my care and will help them to develop a 
responsible attitude to system use and to the content they access or create.  

The school may exercise its right to monitor the use of the school’s information systems, including 
Internet access, the interception of e-mail and the deletion of inappropriate materials where it 
believes unauthorised use of the school’s information system may be taking place, or the system may 
be being used for criminal purposes or for storing unauthorised or unlawful text, imagery or sound. 

I have read, understood and agree with the Information Systems Code of Conduct.  

Signed:  ………………………… Capitals:  ……………………… Date: ……… 

Accepted for school: ……………………………. Capitals: … 
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Appendix E 
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Appendix F 
 
School’s Whole School Teaching and Learning Units Scheme  


